DES Walk Through

Kathryn Neugent
April 16, 2011

Here I show the actual encryption example used in my animation and presented on the
webpage.
1 Input

1. Get Text = “Hello World!”

2. Convert to Binary

H = 01001000 W = 01010111
e = 01100101 o = 01101111
1 = 01101100 r = 01110010
1 = 01101100 1 = 01101100
o = 01101111 d = 01100100
= 00100000 I = 00100001
3. Break into 64-bit blocks

block 1: block 2:
01001000 01110010
01100101 01101100
01101100 01100100
01101100 00100001
01101111 padding
00100000 padding
01010111 padding
0601101111 padding

2 Example Key

00110100

00101101

10110101



10101000
00011101

11011011
10010000

00000100

3 IP

result:

IP:

input:

11011111

2
4
6

10
12
14

64 56 48 40 32 24 16 8

57 49 41

18

58 50 42 34 26

01001000
01100101
01101100
01101100

0601101111

01000000
11011110
11010010
00000O0O0O

60 52 44 36 28 20

62 54 46 38 30 22

9
11

17
19

33 25
53 45 37 29 21

10111110
10011101

3
5
7

59 51 43 35 27

61

00100000
0601010111

13
15

11010000

23

63 55 47 39 31

0601101111

4 PC-1

PC-1:

key:

0110110
0001000
00000O01

C:

33 256 17 9

58 50 42 34 26

57 49 41

00110100
00101101

18

1
10
19

10110101 2 59 51 43 35 27
11

10101000
00011101

1110111
0010000
0100101

3 60 52 44 36

D:

15

23

63 55 47 39 31

7 62 54 46 38 30 22

14
21

11011011
10010000

00000100

1100111
0100101

53 45 37 29

61

6
13

4

12

5 28 20



5 Key Scheduler

1. Left Circular Shift

Round | shift # C D Round | shift # C D
1 1 1101100 | 0100000 9 1 0000001 | 1001111
0010000 | 1001011 1110110 | 0100010
0000011 | 1001110 1110110 | 0100000
1101110 | 1001010 0010000 | 1001011
2 1 1101100 | 1000001 10 2 0000011 | 0111101
0100000 | 0010111 1011011 | 0001001
0000111 | 0011101 1011000 | 0000010
1011101 | 0010100 1000000 | 0101110
3 2 0110001 | 0000100 11 2 0001110 | 1110100
0000000 | 1011100 1101110 | 0100100
0011110 | 1110100 1100010 | 0001000
1110111 | 1010010 0000000 | 0111001
4 2 1000100 | 0010010 12 2 0111011 | 1010001
0000000 | 1110011 0111011 | 0010000
1111011 | 1010010 0001000 | 0100001
1011101 | 1001000 0000000 | 1100111
5 2 0010000 | 1001011 13 2 1101101 | 1000100
0000011 | 1001110 1101100 | 1000001
1101110 | 1001010 0100000 | 0000111
1110110 | 0100000 0000001 | 0011110
6 2 1000000 | 0101110 14 2 0110111 | 0010010
0001111 | 0111010 0110001 | 0000100
0111011 | 0101001 0000000 | 0011100
1011000 | 0000010 0000111 | 1111010
7 2 0000000 | 0111001 15 2 1011101 | 1001000
0011110 | 1110100 1000100 | 0010000
1101110 | 0100100 0000000 | 1110011
1100010 | 0001001 0011101 | 1101000
8 2 0000000 | 1100111 16 1 0111011 | 0010000
1111011 | 1010001 0001000 | 0100001
0111011 | 0010000 0000000 | 1100111
0001000 | 0100101 0111011 | 1010001

2. PC-2 The input for PC-2 comes from the shifted C and D sub-keys shown above.

PC
14

3
23
16

-2:
17
28
19

7

11
15
12
27

24 1 5
6 21 10
4 26 8

20 13 2




41
30
44
46

52
40
49
42

31
51
39
50

37 47 55
45 33 48
56 34 53
36 29 32

* Note that bits 9, 18, 22, 25, 35, 38, 43 and 54 are dropped

Round # Key Round # Key Round # Key
1 00001100 7 00100000 13 00101101
00111001 10011110 00000011
10001101 00101110 01110001
10001110 00111011 01001100
00010010 00001001 00110100
01111100 01000101 01010110
2 00011101 8 11100000 14 10000111
00100101 00110000 01010000
10000101 01100110 10011001
11001001 00000010 01101101
01000100 11100001 11000000
00110010 10010110 11101000
3 01010011 9 01010000 15 00011111
00001100 10010110 00000011
10011101 01110110 11010000
01001101 10010100 00000000
01101010 00101001 11011100
00001100 11001011 01001011
4 01011101 10 11100000 16 00110011
10100000 11010000 01001001
10100100 01010010 00011001
10110000 00100110 01111000
01010000 10110010 00011101
11011100 01010001 00011000
5 10010010 11 00100100
10001100 11000011
10101110 01100110
10000001 01110011
10010010 10100001
10100111 01100010
6 11111000 12 10100010
00100010 01010001
00100110 00010011
10010110 00100100
00101110 10001101
10100001 00001010




: R_in: K:
011111 00000000 00001100
000000 10111110 00111001
011110 10011101 10001101
010010 11010000 10001110
00010010
01111100
E-bit Selection Table
00000000 32 1 2 3 4 5 00
10111110 - 4 5 6 7 8 9 = 00
10011101 8 9 10 11 12 13 01
11010000 12 13 14 15 16 17 11
16 17 18 19 20 21 01
20 21 22 23 24 25 11
24 25 26 27 28 29 11
28 29 30 31 32 1 10
XOR with Sub-Key
000000 000011 000011
000001 000011 000010
010111 100110 110001
111101 XOR 001101 = 110000
010011 100011 110000
111011 100001 011010
111010 001001 110011
100000 111100 011100

S-boxes (see NIST website for Sbox structures)

— S1: Row: 01 = 1, Column: 0001 = 1, Value = 15 = 1111
— S5: Row: 00 = 0, Column: 0001 = 1, Value = 1 = 0001
— S3: Row: 11 = 3, Column: 1000 = 8, Value = 4 = 0100
— S4: Row: 10 = 2, Column: 1000 = 8, Value = 15 = 1111
— S5: Row: 10 = 2, Column: 1000 = 8, Value = 15 = 1111
— Sg: Row: 00 = 0, Column: 1101 = 13, Value = 7 = 0111
— S7: Row: 11 = 3, Column: 1001 = 9, Value = 5 = 0101
— Sg: Row: 00 = 0, Column: 1110 = 14, Value = 12 = 1100

Permutation

111 16 7 20 21 1010
001 29 12 28 17 1011
100 1 15 23 26 1111

O O -

OrRr kP OFr O OO
OO OO, +~»r OO
Or P, P, OFr OO
OO, P, Pk P, = O



0101
1111
0010

5 18 31 10
2 824 14

1111 >
3227 3 9

1111

0111

1110
1010

19 13 30 6

0101
1100

22 11 4 25

e XOR Left and Right

11011111 00001000

11010111
01011100

00011100

01000000
11011110
11010010

XOR

00101001

11110111

00011110

11001100

R_out:

11010111

01011100
11110111

00011110

00001000

L_out:

00011100

00101001

11001100

7 Round 2

in:
00001000O0

L_in:

11010111

00011101

00011100 00100101

01011100
11110111

0600011110

10000101

00101001

11001001
01000100
00110010

11001100

e E-bit Selection Table

000001

5
9
13
17

32

00001000

010000
000011

4
8
12
16

->

00011100

12
16

11

10
14
18

9
13
17

00101001

111000
000101

15

11001100

19 20 21

22 23 24 25 010011

20 21

111001
011000

24 25 26 27 28 29

1

32

28 29 30 31

e XOR with Sub-Key

000111 000110

000001

000010

010010
010110
X0R 000101

010000
06000011

010101

111101

111000



110111

110010
010100
010000
110010

000101

6000111

010011

101001
101010

111001
011000

e S-boxes (see NIST website for Sbox structures)

— S1: Row: 00 = 0, Column: 0011 = 3, Value = 1 = 0001

— S5: Row: 00 = 0, Column: 0001 = 1, Value = 1 = 0001

— S3: Row: 01 = 1, Column: 1010 = 10, Value = 5 = 0101
— S;: Row: 11 = 3, Column: 1110 = 14, Value = 2 = 0010
— S5: Row: 11 = 3, Column: 1011 = 11, Value = 9 = 1001
— Sg: Row: 01 = 1, Column: 0011 = 3, Value = 2 = 0010
— S7: Row: 11 = 3, Column: 0100 = 4, Value = 1 = 0001
— Sg: Row: 10 = 2, Column: 0101 = 5, Value = 12 = 1100

e Permutation

0010

16 7 20 21
29 12 28 17
1 15 23 26
5 18 31 10
2 824 14

3227 3 9

0001

1111
0110
0001

0001

0101
0010

->

0100
0000

1001
0010

19 13 30 6 0010

0001

22 11 4 25 0010

1100
e XOR Left and Right

11010101

01001010

11010111
01011100

00000010

XOR

00010110

00110000
00010100

11110111

00011110

11000111
00001010

00000010

R_out:

L_out:

11010101
01001010

00010110

11000111

00110000
00010100

00001010

8 Round 3

in:
11010101

01001010

L_in:

0601010011
00001101

00000010

00010110

10011101

00110000

11000111



00001010 00010100

o O O
[T
O = O
o O O
=
= O
O = O
o

32

v
D
© O =
()]
~
(0]
O
I

10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29 30 31 32 1

_ O, O O - = O
O O O O+ O O -

¢ XOR with Sub-Key

011010 010100 001110
101010 110000 011010
101001 110110 011111
010100 XOR 011101 = 001001
06000110 010011 010101
100000 010110 110110
000010 101000 101010
101001 001100 100101

e S-boxes (see NIST website for Sbox structures)

— S1: Row: 00 = 0, Column: 0111 = 7, Value = 8 = 1000
— S3: Row: 00 = 0, Column: 1101 = 13, Value = 0 = 0000
— S3: Row: 01 = 1, Column: 1111 = 15, Value = 1 = 0001
— S4: Row: 01 = 1, Column: 0100 = 4, Value = 6 = 0110
— S5: Row: 01 = 1, Column: 1010 = 10, Value = 15 = 1111
— Sg: Row: 10 = 2, Column: 1011 = 11, Value = 10 = 1010
— S7: Row: 10 = 2, Column: 0101 = 5, Value = 3 = 0011
— Sg: Row: 11 = 3, Column: 0010 = 2, Value = 14 = 1110

e Permutation

1000 16 7 20 21 0011
0000 29 12 28 17 1111
0001 1 15 23 26 1110
60110 > 5183110 = 0110
1111 2 824 14 0001
1010 3227 3 9 0100
0011 19 13 30 6 1010
1110 22 11 4 25 0000

_ O O O O - = =
O OO -+ OO O
O~ O Fr OO~ B~
= O O O O OO



e XOR Left and Right

01000100
00111000

00000010

01000110

XOR 00010110

0600101110

10001000
00011001

11000111

0601001111

00001010

00010011

R_out:

01000110

01000100

L_out:

00101110

00111000
10001000
00011001

01001111

00010011

9 Round 4

in:
01000100

00111000

L_in:

01000110

01011101

10100000
10100100
10110000
01010000
11011100

00101110

10001000
00011001

0601001111

00010011

e E-bit Selection Table

101000
001000
000111

5
9
13
17

32

01000100
00111000

4
8
12
16

->

12
16

11

10
14
18

9
13
17

10001000

110001
010001

15

00011001

19 20 21

100000
000011

22 23 24 25

20 21

24 25 26 27 28 29

110010

1

32

28 29 30 31

e XOR with Sub-Key

111111
010010
000101

101000 010111

001000
6000111

011010
000010

010101

100100
101100
000101

X0R

110001
010001

111101
100101

100000
06000011

0000O0O

000011

011100 101110

110010

e S-boxes (see NIST website for Sbox structures)

9



— S1: Row: 11 = 3, Column: 1111 = 15, Value = 13 = 1101

— S9: Row: 00 = 0, Column: 1001 = 9, Value = 7 = 0111

— S3: Row: 01 = 2, Column: 0010 = 2, Value = 4 = 0100
— S4: Row: 01 = 2, Column: 1010 = 10, Value = 3 = 0011
— S5: Row: 11 = 3, Column: 1110 = 14, Value = 5 = 0101
— Sg: Row: 11 = 3, Column: 0010 = 2, Value = 2 = 0010
— S7: Row: 00 = 0, Column: 0000 = 0, Value = 4 = 0100
— Sg: Row: 10 = 2, Column: 0111 = 7, Value = 2 = 0010

e Permutation

1110
0000
1111

0111

16 7 20 21
29 12 28 17
1 15 23 26
5 18 31 10
2 824 14
3227 3 9

1101
0111

0100
0011

->

1100
0000O0
0001

0101
0010

19 13 30 6

0100
0010

0010

22 11 4 25

e XOR Left and Right

01010011
00110011

01000110

00010101

XOR 00101110 =

00011101

01001111 11000010
01011111

10001101
01001100

00010011

00010101

R_out:

01010011

00110011

L_out:

00011101

10001101

11000010
0601011111

01001100

10 Round 5

in:
01010011

00110011

L_in:

10010010
10001100

00010101

00011101

11000010 10101110

01011111

10001101

10000001

01001100

10010010
10100111

e E-bit Selection Table

10



S-boxes (see NIST website
00 = 0, Column:
00 = 0, Column:
00 = 0, Column:
01 = 1, Column:
00 = 0, Column:
01 = 1, Column:
01 = 1, Column:
01 = 1, Column:

Permutation

O, O kP, =, O

~mooo & ocoocoocoorooo
mroo0oo B ororoooo

=, O O O M O, Or O O+

= O O O

. Row:
. Row:
. Row:
. Row:
. Row:
. Row:
. Row:
. Row:

16 7
29 12
1 15
5 18
2 8
27

01010011

0600110011 -
11000010

01011111

XOR with Sub-Key
101010 1
100110 1
100110 1
100111 XO0R 1
111000 1
000100 0
001011 0
111110 1

20
28
23
31
24

32

12
16
20
24
28

O, O O = O O
=, OFP, O KL O
_ O O O, O O -

0

2
1
2
1

0

1
7
6
0

14

2

9
6
5

O = O O
= O O O
O O O O
O O = =

13
17
21
25
29

= = O O, = OO
_ O, O O O OO

10
14
18
22
26
30

O O O O O+ OO

SO O O O - K+ OO

i ™)

O O O O O O = =

i i
O O O O
O - = =

e =)

12
16
20
24
28
32

O O O O O O O
O, =, O, OO
H O, P, P, OF K

0

1

13
17
21
25
29

O, OO K~ -
O O O O O O+ ¥

0

for Sbox structures)

0111 = 7, Value = 8 = 1000
0111 = 7, Value = 4 = 0100
1010 = 10, Value = 12 = 1100
0100 = 4, Value = 6 = 0110
1100 = 12, Value = 13 = 1101
1110 = 14, Value = 0 = 0000
0000 = 0, Value = 13 = 1101
1100 = 12, Value = 0 = 0000

= = O O
O O O O
_ O O O
_ O - -

= = =, Ok, O OO

_ O O B B B -

= O O O O O O
= = O, O O O -
O, O KPP O

O - = O
O r OO
= =, O O
O O -

= = O O = = =

O OO O OO



00000100

R_out:

00010001

00011001

L_out:

00000100

00000011

10001110

11111110

10110010

11 Round 6

in:
00010001

00011001

L_in:

00000100

11111000
00100010
00100110

00000100

10001110

00000011

10010110
00101110

10110010

11111110

10100001

e E-bit Selection Table

000010

5
9
13
17

32

00010001
00011001

100010

4
8
12
16

->

100011

12
16

9 10 11

13
17

10001110

14 15 110011

18

11010010

110001
011101
011010

19 20 21

22 23 24 25

20 21

24 265 26 27 28 29

28 29 30 31

100100

1

32

e XOR with Sub-Key

111100
100000
101011

111110

000010

000010

100010

001000
100110

100011

010101

X0R

110011

010100
111111

100101

110001
011101
011010

100010

100000
000101

111010
100001

100100

e S-boxes (see NIST website for Sbox structures)

— 51: Row: 10 = 2, Column: 1110 = 14, Value = 5 = 0101
— S3: Row: 10 = 2, Column: 0000 = 0, Value = 0 = 0000
— S3: Row: 11 = 3, Column: 0101 = 5, Value = 9 = 1001
— S;: Row: 01 = 1, Column: 1010 = 10, Value = 2 = 0010
— S5: Row: 00 = 0, Column: 1010 = 10, Value = 3 = 0011
— Sg: Row: 11 = 3, Column: 1111 = 15, Value = 13 = 1101

12



— S7: Row: 10 = 2, Column: 0000 = 0, Value = 1 = 0001
— Sg: Row: 01 = 1, Column: 0010 = 2, Value = 13 = 1101

e Permutation

0011

16 7 20 21
29 12 28 17

0101
0000O
1001
0010

1110
0100
0000

1 15 23 26
5 18 31 10
2 824 14

3227 3 9

->

1010
1001

0011

1101
0001

1010

19 13 30 6

1010

22 11 4 25

1101

e XOR Left and Right

00000100 11110110
00000010

11110010
00000110

00000100

X0R

00000011 11010000
11011111

11010011
00100001

11111110

R_out:

11110010

00000110

11110110

00000010

L_out:

11010011
00100001

11010000
11011111

Round 7

12

in:
11110110

00000010

L_in:

11110010

00000110

00100000
10011110

11010000 00101110

11011111

11010011
00100001

0600111011

00001001

01000101

e E-bit Selection Table

111110
101100
0000O0O
000101

5
9
13
17

32

11110110
00000010

4
8
12
16

->

11 12
16

10
14
18

9
13
17

11010000
11011111

15

011010

19 20 21

100001
011011

22 23 24 25

20 21

24 265 26 27 28 29

111111

1

32

28 29 30 31

13



e XOR with Sub-Key

110110
100101

001000
001001

111110
101100
0000O00O0
000101

111000
101011

111000
101110
001110

XO0R

010100
010001

06011010

110000
100101

100001
011011

111110
111010

000101

111111

e S-boxes (see NIST website for Sbox structures)

— S1: Row: 10 = 2, Column: 1011 = 11, Value = 7 = 0111
— S5: Row: 11 = 3, Column: 0010 = 2, Value = 10 = 1010
— S3: Row: 10 = 2, Column: 1100 = 12, Value = 5 = 0101
— S4: Row: 11 = 3, Column: 0101 = 5, Value = 1 = 0001

— S5: Row: 00 = 0, Column: 1010 = 10, Value = 3 = 0011
— Ss: Row: 01 = 1, Column: 1000 = 8, Value = 0 = 0000

— S7: Row: 10 = 2, Column: 1111 = 15, Value = 2 = 0010
— Sg: Row: 10 = 2, Column: 1101 = 13, Value = 3 = 0011

e Permutation

1110
0100
0000
1011

16 7 20 21
29 12 28 17
1 15 23 26
5 18 31 10
2 824 14

3227 3 9

0111

1010
0101

0001

->

1000
1110
1000
0010

0011

0000O0
0010

19 13 30 6

22 11 4 25

e XOR Left and Right

0011

11110010 10001011

00000110

01111001
00100011

00100101

X0R

01111010
00101001

11010011
00100001

10101001
00001000

01111001

00100011

R_out:

L_out:

10001011

00100101

10101001

01111010
00101001

00001000

14



13 Round 8

O = O O ™
O O O =

[=R

: R_in:
111001 1000
100011 0010
101001 0111
001000 0010
E-bit Selection Table
10001011 32
00100101 —> 4
01111010 8
00101001 12
16
20
24
28
XOR with Sub-Key
110001 11
010110 00
100100 00
001010 X0R 10
101111 00
110100 10
000101 00
010011 01

OO, OO O O
= = =, O, OO O

= = O
O O —» O

© 01—

13
17
21
25
29

R =, B, OFr O, O
O OO O O -+ O

O - O =

= O = =

10
14
18
22
26
30

\]

15
19
23
27
31

P, O O O+~ =
O, O, O K

S

12
16
20
24
28
32

O OO, P»r Bk OO

O, O O O = O
OO L Pk P, OOK
_— OO R, R, P, P, O

0

O = O - = =

13
17
21
25
29

=, O O O+~ O
O O O O O O

S-boxes (see NIST website for Sbox structures)

- Sll
- SQI

Permutation

R O

110
001
101

Row:
Row:

: Row:
. Row:
: Row:
. Row:
: Row:
. Row:

01 = 1, Column:
01 = 1, Column:
11 = 3, Column:

10 = 2, Column:

11 = 3, Column:

00 = 0, Column:

01 = 1, Column:

01 = 1, Column:
16 7 20 21
29 12 28 17
1 15 23 26

, O O+ OO
P O, ~r OO
O O O O O

O, B, Pk, O OO O
R =, O, O - =

OO, O O
_ O, O OO~
O OO, H»r O OO
oOr Pr kP, OFr R+~ O
R OO Fr,r PP, O O
= = O, O O O -

0100 = 4, Value = 14 = 1110
1010 = 10, Value = 1 = 0001
0010 = 2, Value = 13 = 1101
0110 = 6, Value = 7 = 0111
0111 = 7, Value = 13 = 1101
1101 = 13, Value = 7 = 0111
0001 = 1, Value = 0 = 0000

0010 = 2, Value = 13 = 1101



0101
1111
1011

5 18 31 10
2 824 14

3227 3 9

->

0111

1101
0111

19 13 30 6 0010

0000O
1101

1000

22 11 4 25

e XOR Left and Right

01111001 11001110

00100011

10110111

00111101

XOR

00011110

10101001 11011100
00110010

01110101
00111010

00001000

R_out:

L_out:

10110111

00011110

11001110

00111101

01110101
00111010

11011100
00110010

14 Round 9

in:
11001110

L_in:

10110111

0600011110

01010000
10010110
01110110

00111101

11011100
00110010

0601110101
00111010

10010100
00101001

11001011

e E-bit Selection Table

011001
011100
000111

5
9
13
17

32

11001110

4
8
12
16

->

0600111101

12
16

11

10
14
18

9
13
17

11011100
00110010

111011
111011
111000
000110

15

19 20 21

22 23 24 25

20 21

24 25 26 27 28 29

100101

1

32

28 29 30 31

e XOR with Sub-Key

001101

010100
001001

011001
011100
06000111

010101

011110
001101

011001
110110

X0R

111011

16



011110

100101

111011
111000
06000110

111010
100001

000010

100111

001011 100010

100101

e S-boxes (see NIST website for Sbox structures)

— S1: Row: 01 = 1, Column: 0110 = 6, Value = 13 = 1101
— S5: Row: 01 = 1, Column: 1010 = 10, Value = 1 = 0001
— S3: Row: 00 = 0, Column: 1111 = 15, Value = 8 = 1000
— S4: Row: 01 = 1, Column: 0110 = 6, Value = 0 = 0000
— S5: Row: 00 = 0, Column: 1111 = 15, Value = 9 = 1001
— Ss: Row: 10 = 2, Column: 1101 = 13, Value = 13 = 1101
— S7: Row: 11 = 3, Column: 0000 = 0, Value = 6 = 0110
— Sg: Row: 10 = 2, Column: 0001 = 1, Value = 11 = 1011

e Permutation

0011

16 7 20 21
29 12 28 17
1 15 23 26
5 18 31 10
2 824 14

3227 3 9

1101
0001

1001
1001
0010

1000
0000

->

1110
1101
0000

1001
1101
0110

19 13 30 6

22 11 4 25 1010

1011

e XOR Left and Right

10110111 00000O0O01

00011110

10110110
00110000

00101110

XOR

11101100
00011101

01110101
00111010

10011001
0600100111

10110110

00110000
10011001
00100111

R_out:

L_out:

00000O0O01

0600101110

11101100
00011101

15 Round 10

in:
00000O0O01

L_in:

11100000
11010000
01010010

10110110
00110000
10011001

0600101110

11101100

17



0600100111

00011101

¢ XOR with Sub-Key

1
0
1
0
0
0
0
1
S-

_ O, = B OO

O, P, P, OO
O OO~ = = O

= O O O O =
Or Or r FPkr OO

1

>
=)
=5

O O, O O O O -
— O OO, O O -

32

12
16
20
24
28

O R P Pk OOF =
O O O O O O = O

© O1 =

13
17
21
25
29

O O, O Fr OO O

10
14
18
22
26
30

= = = = O =, = O

O = O
= O O

12
16
20
24
28
32

_ O =, O O OO

O, Pk O O O =
R P, OOk, O F -~
QOO O r kKPP, -, O

0

O = =

13
17
21
25
29

= = O

o
O O
O = =

boxes (see NIST website for Sbox structures)

. Row:
: Row:
. Row:
: Row:
. Row:
: Row:
. Row:
: Row:

e Permutation

P O, O O ORr O
O O O O = =

_ O R Bk Bk O K

O OO = O O

->

00 = 0, Column:
01 = 1, Column:
10 = 2, Column:
01 = 1, Column:
00 = 0, Column:
11 = 3, Column:

00 = 0, Column:
11 = 3, Column:

16 7
29 12
115
5 18
2 8
32 27
19 13
22 11

20
28
23
31
24

3
30

4

21
17
26
10
14

25

= =, O R, Bk O R -
O O O O O O -

18

_ O OO, = O -

O OO O O

_ B, 2, O Fr O K, O
P O, OFr OFr O

_ O O O O = O =

o

P OrFr,r P, P, O OO
P O, P, Pk, OOO
QO OO r H»r EFPr OO

1100 = 12, Value = 5 = 0101
0111 = 7, Value = 14 = 1110
0010 = 2, Value = 4 = 0100
0111 = 7, Value = 3 = 0011
1010 = 10, Value = 3 = 0011
1001 = 9, Value = 14 = 1110
0101 = 5, Value = 0 = 0000

0101 = 5, Value = 10 = 1010

= = O O O O = O
Or Or Pk P, OO



e XOR Left and Right

01101101

10110110
00110000
10011001

11011011
00000101

00110101

XOR

00010100

10001101

00100111 01101110

01001001

R_out:

L_out:

11011011

00000101

01101101

00110101
00010100
0601101110

10001101

01001001

16 Round 11

in:
01101101

L_in:

11011011

00000101

00100100
11000011

00110101
00010100

01101110

01100110
0601110011

10001101

01001001

10100001
01100010

e E-bit Selection Table

001101

5
9
13
17

32

01101101

011010
100110

4
8
12
16

->

00110101

12
16

11

10
14
18

9
13
17

00010100

101010
100010

15

01101110

19 20 21

101000
001101

22 23 24 25

20 21

24 25 26 27 28 29

011100

1

32

28 29 30 31

e XOR with Sub-Key

001001 000100

06001101

001100 010110

001101

011010
100110

101011

001100

X0R 100110

101010
100010

111110
010010
001000

011100
111010
000101

101000
06001101

100010 111110

011100

e S-boxes (see NIST website for Sbox structures)

19



— S1: Row: 00 = 0, Column: 0010 = 2, Value = 13 = 1101
— S5: Row: 00 = 0, Column: 1011 = 11, Value = 13 = 1101
— S3: Row: 11 = 3, Column: 0101 = 5, Value = 9 = 1001

— S4: Row: 00 = 0, Column: 0110 = 6, Value = 9 = 1001

— S5: Row: 10 = 2, Column: 1111 = 15, Value = 6 = 0110
— Ss: Row: 00 = 0, Column: 1001 = 9, Value = 13 = 1101
— S7: Row: 00 = 0, Column: 0100 = 4, Value = 15 = 1111
— Sg: Row: 10 = 2, Column: 1111 = 15, Value = 8 = 1000

e Permutation

1001

16 7 20 21
29 12 28 17
1 15 23 26
5 18 31 10
2 824 14
3227 3 9

1101
1101
1001
1001
0110

1110
1001

1100
1110
0101
1101
1011

->

1101
1111

19 13 30 6

22 11 4 25

e XOR Left and Right

1000

00000100

11011011
00000101

11011111
01111010

0601111111

X0R

10001101 00001111

10000010

01001001 10101101

11100101

11011111

R_out:

00000100

L_out:

01111010
10000010
11100101

0601111111

0600001111

10101101

Round 12

17

in:
00000100

L_in:

10100010
01010001
00010011

11011111

601111111

01111010
10000010

00001111

00100100

10101101

11100101

10001101
00001010

e E-bit Selection Table

20



M =P PR 000

O
oroo # rorroOOR

= O O O
SO O~ O
= O = O

>
o

R
0
1
1
1
0
1
0
1

wn Or Or r OO~
= = =, Ok, O OO

Permutation

0

O = O = =

O O
= O = =

SO O~ O

oOorPrPORrREPL,OO =

= = P, O

O O = O
O, = P, O OO

1

e e

: Row:

: Row:

: Row:

: Row:

: Row:

: Row:
- 572
- Sg:

mrooo O orocoorooo

Row:

Row:

O = = O
= = = O
|

>4
o
=5

16 7
29 12
115
5 18
2 8
27

ith Sub-Key

O, OO O O - -

20
28
23
31
24

32

12
16
20
24
28

_ O O, O O O
— O, =, O O O
O OO O =+ O

0

21
17
26
10
14

25

-boxes (see NIST website

00 = 0, Column:
11 = 3, Column:
01 = 1, Column:
11 = 3, Column:
10 = 2, Column:
01 = 1, Column:
01 = 1, Column:
00 = 0, Column:

= = O =

13
17
21
25
29

= O = =

_ O O O O OO
OO O, B+ O O

10
14
18
22
26
30

= = O O O O~
O, O O O O O O
OO, O+~ F~=, O

= O = O
O O = =

O O = =

O O
O = = =

I = T = N = S

12
16
20
24
28
32

O OO, H~» O+ O

= O O =

_ O =, O O O O O
O OO, P, K KB P

13
17
21
25
29

OO O O+ O

for Sbox structures)

0100 = 4, Value = 2 = 0010
0110 = 6, Value = 4 = 0100
0101 = 5, Value = 4 = 0100
0110 = 6, Value = 13 = 1101
0100 = 4, Value = 10 = 1010
1011 = 11, Value = 14 = 1110
0000 = 0, Value = 13 = 1101
1000 = 8, Value = 10 = 1010

OO O O = OO
O, P, O K= =, O

O = O O

o O O O

OrRr Or r OO K
= = =, Ok, O OO

B O, O KPP O

= = = O

= O = e

e
O = O =
= O = O
o O O O

Or r Or P OoOOo
_ O, Ok, »r OO
O, B, P, Ok OO



R_out:

L_out:

11000011

01000000
00101110

00011100

00111010
10101100
00111010

11011111

Round 13

18

in:
00011100

L_in:

11000011

00101101

00111010 00000011

01000000
00101110

01110001
01001100

10101100
00111010

11011111

00110100
01010110

e E-bit Selection Table

000011

5
9
13
17

32

00011100

111000
000111

4
8
12
16

->

00111010

12
16

9 10 11

13
17

10101100
00111010

110101
010101

14 15
18

19 20 21

011000
06000111

22 23 24 25

20 21

24 25 26 27 28 29

28 29 30 31

110100

1

32

e XOR with Sub-Key

001000
101000
001010

001011

06000011

010000
001101

111000
06000111

X0R 110001 000100
010011

110101
010101

000110

000011 011011

011000
06000111

010110

010001
010110

100010

110100

e S-boxes (see NIST website for Sbox structures)

— S1: Row: 00 = 0, Column: 0100 = 4, Value = 2 = 0010
— S5: Row: 10 = 2, Column: 0100 = 4, Value = 10 = 1010

— S3: Row: 00 = 0, Column: 0101 = 5, Value = 3 = 0011

— S4: Row: 00 = 0, Column: 0010 = 2, Value = 14 = 1110

— S5: Row: 00 = 0, Column: 0011 = 3, Value = 1 = 0001

— Sg: Row: 01 = 1, Column: 1101 = 13, Value = 11 = 1011

22



— S7: Row: 00 = 0, Column: 1011 = 11, Value = 7 = 0111

— Sg: Row: 10 = 2, Column: 0001 = 1, Value = 11 = 1011

e Permutation

0111

16 7 20 21
29 12 28 17

0010

1110
0111

1010
0011

1 15 23 26
5 18 31 10
2 824 14

3227 3 9

1010
0011

->

1110
0001

1110
0100
0100

1011

19 13 30 6

0111

22 11 4 25

1011

e XOR Left and Right

11101001

10100111

11000011
01000000
00101110

00101010

X0R

11100111
0600111111

00010001

11011111 11001010

00010101

00101010

R_out:

11101001

10100111

L_out:

11100111
0600111111

00010001
11001010

00010101

19 Round 14

in:
11101001

10100111

L_in:

00101010

10000111

01010000
10011001
01101101

11100111

00010001

0600111111

11001010

00010101

11000000
11101000

e E-bit Selection Table

011101
010011

5
9
13
17

32

11101001

10100111

4
8
12
16

->

110100
001110

12
16

11

10
14
18

9
13
17

00010001
11001010

15

100010

19 20 21

22 23 24 25 100011

20 21

111001
010101

24 265 26 27 28 29

1

32

28 29 30 31

23



e XOR with Sub-Key

100001 111100
100110

011101
06010011

110101
000010
X0OR 011001

110110

010111

110100
06001110

111001
111111

011011

100010

011100
000011

100011

111010
111101

111001
010101

101000

e S-boxes (see NIST website for Sbox structures)

— S51: Row: 10 = 2, Column: 1110 = 14, Value = 5 = 0101
— S5: Row: 10 = 2, Column: 0011 = 3, Value = 11 = 1011
— S3: Row: 10 = 2, Column: 1011 = 11, Value = 14 = 1110
— S4: Row: 01 = 1, Column: 1011 = 11, Value = 12 = 1100
— S5: Row: 11 = 3, Column: 1100 = 12, Value = 10 = 1010
— Se: Row: 11 = 3, Column: 1111 = 15, Value = 13 = 1101
— S7: Row: 10 = 2, Column: 1101 = 13, Value = 5 = 0101
— Sg: Row: 11 = 3, Column: 1110 = 14, Value = 6 = 0110

e Permutation

0101
0011

16 7 20 21
29 12 28 17
1 15 23 26
5 18 31 10
2 824 14

3227 3 9

0101

1011

0001

1110
1100
1010
1101
0101
0110

1011

->

1111

0001

1110
1110

19 13 30 6

22 11 4 25

e XOR Left and Right

11110010
0600110110

00101010

11011000
11010001
11011010
0600111111

11100111 =

00111111

X0R

11100101
00101010

00010101

11011000

11010001
11011010
0600111111

R_out:

L_out:

11110010
00110110

11100101
00101010

24



20 Round 15

O rr B B~ -

[=R

O R VL -

_ O O O O O -

= O =

O = O O

10
14
18
22
26
30

P P O OFr O P

\]

15
19
23
27
31

= = O = O O
O O O O O O

O, OFr OO XN
O O = O =

12
16
20
24
28
32

O OO O+ O OO

m ~, O, Kk O F -

13
17
21
25
29

H OOk, KPP, K~ OF

P P, P, P, P O~ O
_ O Rk, OO OO O
OO, O, B O K

= = O O O
O, O O O

S-boxes (see NIST website for Sbox structures)

: R_in:
011000 111100
010001 001101
011010 111001
111111 001010
E-bit Selection Table
11110010 32 1
00110110 - 4 5
11100101 8 9
00101010 12 13
16 17
20 21
24 25
28 29
XOR with Sub-Key
011110 0001
100100 1100
000110 0011
101101 XOR 0100
011100 0000
001010 0011
100101 1100
010101 0010
— S1: Row: 01 = 1, Column:
— S3: Row: 00 = 0, Column:
— S3: Row: 01 = 1, Column:
— S4: Row: 11 = 3, Column:
— S5: Row: 00 = 0, Column:
— Sg: Row: 01 = 1, Column:
— S7: Row: 00 = 0, Column:
— Sg: Row: 00 = 0, Column:
Permutation
1001 16 7 20 21
0010 29 12 28 17
0011 1 15 23 26

_ O O O - =

O OO O O

= O O O = =

_ O O, OO O -
OO L P, Pk, OO

1100 = 12, Value = 9 = 1001
1010 = 10, Value = 2 = 0010
0100 = 4, Value =4 = 3 = 0011
1110 = 14, Value = 2 = 0010
1110 = 14, Value = 14 = 1110
0011 = 3, Value = 2 = 0010
1010 = 10, Value = 9 = 1001
1111 = 15, Value = 7 = 0111

= e N e

OO OO O -

= = O O, O OO



0110
0000

5 18 31 10
2 824 14

3227 3 9

->

0010

1110
0010

1000
1010
0111

19 13 30 6

1001
0111

22 11 4 25

e XOR Left and Right

10111100
01011110

11011000
11010001
11011010
00111111

01100100
10001111

XOR

00010100

11001110

10111101

10000010

R_out:

L_out:

01100100

10001111

10111100

01011110

11001110

00010100

10000010

10111101

21 Round 16

in:
10111100

01011110

L_in:

01100100

00110011
01001001

10001111

00010100 00011001

10111101

11001110

01111000
00011101

10000010

00011000

e E-bit Selection Table

110111

5
9
13
17

32

10111100
01011110

111000
001011

4
8
12
16

->

12
16

11

10
14
18

9
13
17

00010100

111100
000010

15

10111101

19 20 21

101001
010111

22 23 24 25

20 21

24 25 26 27 28 29

111011

1

32

28 29 30 31

e XOR with Sub-Key

111011
001100
101111

001100

110111

110100
100100

X0R 011001

111000
06001011

100101

111100

26



= O = O

00
10
01
11
S-b

O = O O

- Sll
- SQI
: Row:

1
0

1
1
(

= = P, O

Row:

Row:

: Row:

: Row:

: Row:

: Row:

: Row:

e Permutation

o

OrRr P, L, OOOO
OO0 o, OR O

F orororroO

coro BB Rk, ooorro

>
o

= O = O
O O O -
O O = =

@)
[=
ct

O~ O o
O~ OO
O O~ O
OOI—*O“
= =, O O
O - B =

o)
-

= O = O

o O O O
= O O O

22 P!

|
A\

O = O O
= = O -
= O O =

16 7 20 21
29 12 28 17
1 15 23 26
5 18 31 10
2 824 14
3227 3 9
19 13 30 6
22 11 4 25

>

o

=/
= = P, O

I—*OI—‘OI';U
O O O =
O O = =
OOI—*O”
= O = O

O = O =

10 011100
11 101010
00 100011
00 100011

oxes (see NIST website for Sbox structures)

11 = 3, Column:
00 = 0, Column:
11 = 3, Column:
11 = 3, Column:
00 = 0, Column:
10 = 2, Column:
11 = 3, Column:
11 = 3, Column:

1101 = 13, Value = 0 = 0000
0110 = 6, Value = 3 = 0011
0111 = 7, Value = 7 = 0111
0010 = 2, Value = 0 = 0000
1110 = 14, Value = 14 = 1110
0101 = 5, Value = 8 = 1000
0001 = 1, Value = 11 = 1011
0001 = 1, Value = 1 = 0001

0101

0111

0000
= 0101

0100

1100

1000

0101
1100100 000
60001111 = 001
1001110 110
0000010 000
00O
011
010
011

IP~! simply reverses what was done by IP.

input:

IP~-1:

27

SO O~ O

= = O O
O - = =
O O O O
» O O O

result:



_ O, OO, OO
O OO, O OO
OO, r OO O
OO OO O = O
_ O, O, =, OO
O O O O O - = =
= =2, O O O OO
_ O, OFr O OO

23 Final Resul

40
39
38
37
36
35
34
33

t

=N W oo N

48
47
46
45
44
43
42
41

16
15
14
13
12
11
10

56
55
54
53
52
51
50
49

24
23
22
21
20
19
18
17

64
63
62
61
60
59
58
57

32
31
30
29
28
27
26
25

Finally, the result of IP~! can be converted back to ASCII:

00100011=#
00101010 -=x%
01010100-=T
00100111-="
00110000=0
10110000 = \deg
10000100 =19
00100110-=¢

O, r OO O O O
O O O O O+ OO

O, P, P O F K~

OO, =, O mFr OO
O O O O O O+~ O

= = O O L, = OO

_ O O O, O - =

O O O O+ O O

Therefore, the first 64-bits of “Hello World!” encrypted using DES and our chosen key
results in the encrypted message shown above.

28



